DelegConfig: The Tool for Troubleshooting Kerberos
Authentication and Delegation in IIS Web Applications

Download and Unzip

Download DelegConfig2 Beta from  http://www.iis.net/downloads/default.aspx?tabid=34&g=6&i=1887 to the web server and save it under C:\inetpub\wwwroot\DelegConfig2\. 
Unzip it to C:\inetpub\wwwroot\DelegConfig2.    
(You can save it anywhere you like, but permissions tend to be set up well in wwwroot.  You may have to adjust NTFS permissions there too.  Wherever you save it to, try not to save it in or under a folder that has a web.config in it.) 

Download DelegConfig 1 from http://www.iis.net/community/default.aspx?tabid=34&g=6&i=1434 to the web server and save it under C:\inetpub\wwwroot\DelegConfig1.   
Unzip it to C:\inetpub\wwwroot\DelegConfig1.

Open the IIS manager and drill down into the website you’re troubleshooting your Kerberos problem on.  (If you’re just testing the tool out, just make sure the site you choose has Windows Authentication set.) 

Create two applications

Right click on the web site and select Add Application.  (Almost identical steps in IIS 6.0 and IIS 7.x so far.)
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Make the first application for DelegConfig2 and give it the path of C:\inetpub\wwwroot\DelegConfig2\kerberos. 
Also ensure that this application is assigned to the same application pool as the other application you’re troubleshooting. 
[image: ]

You should see Default.aspx in this virtual directory.  (In IIS 7.x you’ll have to click on “Content View” to see it, however.) 
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Add another application to the same website for DelegConfig1 and path it to C:\inetpub\wwwroot\DelegConfig1\Kerberos.   
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Adjust NTFS Permissions?

From Windows Explorer, adjust NTFS permissions on the delegconfig1 and delegconfig2 folders if needed.   The users who will browse to the page need to have Read and Execute permissions. 

Local Browsing Tests

Try browsing locally to the default.aspx page of DelegConfig2 and DelegConfig1 as well just to see if one or both pages serve at all.   Hopefully DelegConfig 2 Beta works.  If not, settle for DelegConfig 1. 

[image: ]

DelegConfig’s Default.aspx should look like this: 
[image: ]
Remote Workstation Browsing/Testing

To really begin to test out the delegation, browse to the same pages from a remote client.  (Assuming the client has a user account on the same or a trusted domain.) 
Browse to default.aspx page and click REPORT. 
[image: ]

[bookmark: _GoBack]Don’t forget to add a backend server to test out delegation.  Start by clicking the “Add Back-End Server” button. 
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More Info: 

http://blogs.iis.net/brian-murphy-booth/archive/2007/03/09/delegconfig-delegation-configuration-reporting-tool.aspx
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Introduction

DON'T RUSHII! You are not 5o smart that you should skip over reading the following. 1 like to skip ove
unnecessary confusion and work to your already frustrating experience of getting Kerberos and Delegat

Usage Tips

READ what the report tells you - If I had a penny for every time somebody asked me what i
« Start by using the report locally from the web server - You should still use the same URL
browser instance local to the server will avoid those types of problems since in most cases local
* Next, use the report from a remote client - One important check that is performed is wheth;
‘connection with a red *x" next to it (and red icons usually bother people). A second important pi
« Lastly, click any "Fix This" buttons locally from the server - There will be "Fix This" buttor
‘concept. The most relevant types of changes this tool can make are Trust settings and ServicePr
because of the failed double-hop from browser-to-WebServer then webServer-to-ActiveDirectory

Pages

« /Set/SPNs.aspx - Allows adding and removing of ServicePrincipaliames
/Set/Delegation.aspx - Allows changing Trust for Delegation settings.

/Set/Providers.aspx - Allows correcting of inadequate NTAuthenticationProviders settings.
/Report.aspx - Gives a picture of what is right and what is wrong.

« /Wizard.aspx - A set of wizard steps that supports adding more tiers to /Report.aspx.

« ITest.aspx - Allows double-hop tests for webServer-to-Sal or webServer-to-File server or webSe
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